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Abstract—Estimation of link delay densities in a computer
network, from source—destination delay measurements, is of great
importance in analyzing and improving the operation of the
network. In this paper, we develop a general approach for
estimating the density of the delay in any link of the network,
based on continuous-time bivariate Markov chain modeling. The
proposed approach also provides the estimates of the packet
routing probability at each node, and the probability of each
source—destination path in the network. In this approach, the
states of one process of the bivariate Markov chain are associated
with nodes of the network, while the other process serves as an
underlying process that affects statistical properties of the node
process. The node process is not Markov, and the sojourn time
in each of its states is phase-type. Phase-type densities are dense
in the set of densities with non-negative support. Hence, they
can be used to approximate arbitrarily well any sojourn time
distribution. Furthermore, the class of phase-type densities is
closed under convolution and mixture operations. We adopt the
expectation-maximization (EM) algorithm of Asmussen, Nerman,
and Olsson for estimating the parameter of the bivariate Markov
chain. We demonstrate the performance of the approach in a
numerical study.

Index Terms—Delay network tomography, bivariate Markov
chain, EM algorithm.

I. INTRODUCTION

ETWORK tomography aims at estimating internal para-

meters of a computer network from some measurements
taken from accessible nodes or links of the network. Network
tomography was pioneered by Vanderbei and Tannone [34] and
Vardi [35]. In [34], the rate of traffic over source-destination
pairs of the network was estimated from aggregated traffic
counts at input and output nodes. In [35], the rate of traffic
over source-destination pairs was estimated from traffic counts
on some links of the network. Both formulations led to similar
sets of under-determined linear equations of the form V' = AU
where V' = col{V1, ..., V,} is a column vector of say g traffic
count measurements, U = col{Uy, ..., U.} is a column vector
of say c traffic variables of interest, ¢ > ¢, and A = {aij} is
a ¢ X c zero-one routing matrix with a;; = 1 if U; contributes
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to V;, and a;; = O otherwise. In [35], V represents traffic
over links, and U represents traffic over source-destination
pairs, which is modeled as a vector of independent Poisson
random variables. It was shown in [35] that the unknown
source-destination rates are identifiable provided that A does
not contain duplicate columns or zero columns. A Bayesian
solution to the rate estimation problem of [35] was developed
in [31]. Similar tomography problems arise in other networks
such as road and rail networks [31], as well as in image
deblurring [30], [36].

In this paper we study another aspect of network tomog-
raphy, namely, estimation of the density of link delay from
overall source-destination delay measurements. We do not
distinguish between queuing, propagation, processing, and
transmission delays, and model the total delay on each link [4].
Estimation of propagation delay was studied in [17].
It was shown that propagation delay satisfies a set of under-
determined equations similar to those described above, and
the maximum entropy principle was invoked in estimating
that delay. Propagation link delay was also estimated using
compressed sensing in [16].

In estimating the density of link delay, we assume a
network with random routing. Under this regime, there are
multiple routes for each source-destination pair, and routes
are chosen according to some distribution. We do not impose
any particular structure, such as tree-structure, on the network.
In a deterministic routing regime, there exists a single path
for each source-destination pair. This regime was implicitly
assumed in our above description of the work in [34] and [35].
Clearly, the deterministic routing regime is a particular case of
a random routing regime. Hence, our approach applies to the
two routing strategies. Both deterministic and random routing
regimes were studied in [35].

We model traffic over the network as a continuous-time
bivariate Markov chain, see, e.g., [15]. A bivariate Markov
chain Z comprises a pair of random processes (X, S) which
are jointly Markov. The nodes of the network are represented
by the states of the X-chain. The S-chain plays the role of
an auxiliary underlying process. While (X, S) is Markov, the
individual process X or S alone need not be Markov. We do
not constrain X to be Markov, and thus allow the sojourn
time in each state to deviate from the exponential density
characteristic of Markov chains. The distribution of the sojourn
time in each of the X-states is phase-type. The family of
phase-type distributions includes mixtures of convolutions of
exponential distributions. Phase-type densities are dense in
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the set of densities with support on the non-negative real
line. This means that any sojourn time density is either
phase-type or it can be approximated arbitrarily well by a
phase-type density. The sojourn time in a given X-state,
prior to jumping to a specific next X-state, represents the
link delay. The link delay in a bivariate Markov chain has a
matrix exponential distribution, which generalizes the phase-
type distribution [18]. The proposed approach for estimating
the density of link delay allows great modeling flexibility,
and it does not necessitate any assumption regarding the form
of the density of the link delay. We note that the proposed
approach also provides the packet routing distribution at each
node, and the probability of each source-destination path. Both
can be efficiently calculated.

An intuitive explanation for the phase-type distribution,
is that each transition in the X-chain may involve several
transitions of the S-chain and hence of the bivariate Markov
chain Z = (X,S). On a given path in the state space of Z,
the sojourn times are independent exponentially distributed,
and hence the sojourn time of the X -chain is the convolution
of exponential distributions. When all possible paths are
considered, the density of the sojourn time of the X-chain
is a mixture of convolutions of exponential distributions.

In the proposed approach, the parameter of the bivariate
Markov chain is estimated from a sequence of independent
source-destination delay measurements. The estimated para-
meter is then used to calculate analytically the matrix expo-
nential distribution of each link delay, the routing distribution,
and the probability of each source-destination path. Estimation
of the parameter of the bivariate Markov chain is performed
using the expectation-maximization (EM) approach. We adopt
the EM algorithm developed by Asmussen er al. [2], for
estimating the parameter of a transient Markov chain with
a single absorbing state, from a sequence of independent
absorbing times. We use a fundamental standard result from
Van Loan [33] to significantly speed up the EM algorithm
of [2]. The resulting EM algorithm is explicit in the E-step
and the M-step, and no numerical integration is required.
Conditions for identifiability of the parameter of the bivariate
Markov chain in this problem are not known. It was shown
in [2] that the initial distribution of the transient Markov chain
may not be identifiable. Nevertheless, the approach is useful
in fitting a parametric model to the measurements, when such
measurements were not necessarily produced by the model.

Estimation of link delay density from source-destination
delay measurements has attracted significant research inter-
est over the years. We mention here a few representative
ideas. Some schemes rely on active network tomography in
which test probes are transmitted across the network (see,
for example, [6], [8], [12], [14], [19]-[21], [25], [29], [32]),
and the references therein. Various models for the link delay
density were used. Discrete models were studied, for example,
in [8], [19], and [20]. Mixture models were studied, for
example, in [6], [19], [29], and [39]. Conditions for identifia-
bility of the discrete models were given in [19]. Identifiability
of exponential link delay density was established in [39].
In [8] a Markov model was assumed to capture spatial depen-
dencies among delays on various links in a tree-structured
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network. Two other related aspects of network tomography
include estimation of link loss rate from source-destination
loss measurements (see e.g., [5], [9], [11], [13]), and
topology identification from source-destination measurements
(see, e.g., [7], [10], [26]).

The work in [39] on parametric link delay density estimation
is directly related to our approach. In [39], a single source-
destination path of a network was studied, and the density
of the delay on each link on that path was assumed to be a
mixture of exponential densities. Delays on different links on
the path were assumed statistically independent. The delay link
density was estimated using the EM algorithm and the moment
generating function of the exponential density. This model is
a particular case of our approach when it is applied to a single
source-destination path of the network. In our approach, link
delays are not statistically independent, and the density of each
link delay is phase-type. A similar comparison could be made
between our approach and the approach of [8].

The plan for the remainder of this paper is as follows.
In Section II we provide some background material on bivari-
ate Markov chains. In Section III we detail the applica-
tion of the bivariate Markov chain model to delay network
tomography. In Section IV we summarize the EM algorithm
for estimating the model’s parameter from source-destination
delay measurements. In Section V we discuss application of
the proposed approach to model a fixed source-destination
path in a network. In Section VI we provide the results of
a numerical study. Some concluding remarks are provided
in Section VII.

II. BIVARIATE MARKOV CHAINS

In this section we summarize some results from the theory
of bivariate Markov chains which are relevant to this work.
A recent review of bivariate Markov chains may be found
in [15]. Throughout this paper, a random variable is denoted
by a capital letter, the range or the alphabet of a random
variable is denoted by a blackboard bold capital letter, and
values that the random variable take are denoted by lower
case letters. For example, we may have a random variable X
with range X and values * € X. We use P generically
to denote probability functions such as probability measures
and conditional probability measures. We use p generically
to denote densities such as probability mass functions and
probability density functions. When these functions depend on
a parameter ¢, we use Py and pg, respectively. For example,
when X is a discrete random variable, the probability of the
event {X = «} is denoted by Py(X = z) = py(z). In another
example, when 7' is a continuous random variable representing
a time instant or duration, we denote its density by p (). Thus,
the identity of the random variable is implicit in the notation of
the density, where in the above examples py () is the density
of the random variable X, and py(t) is the density of the
random variable T'. We also use Py(T € dt) to express the
probability of the event {T" € [t,¢ + dt)} for an infinitesimal
interval dt . In our notation system, this probability is given by
P,(T € dt) = py(t)dt. The transition matrix of the bivariate
Markov chain is denoted by bold capital letter P, in order to
distinguish it from the scalar probability measure Pj.
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Let Z = {Z(t),t > 0} denote a continuous-time finite-
state homogeneous irreducible bivariate Markov chain defined
on a given probability space. We use P to denote a probability
measure on that space. The bivariate Markov chain comprises
a pair of random processes, say Z = (X, .S), which are jointly
Markov. The individual process X or S alone need not be
Markov. We assume without loss of generality that the state
space of X is X = {1,2,...,d}, and that the state space
of S'is S = {1,2,...,r}, for some finite d and r. The state
space of Z is given by Z = X x S. We assume that the
states {(a,?) € Z} of the bivariate Markov chain are ordered
lexicographically.

The transition probability of the bivariate Markov chain is
given by P(Z(t) = (b,j) | Z(0) = (a,)) for any ¢t > 0 and
any (a,i),(b,j) € Z. We denote the transition matrix of Z
by P, and assume that P, is standard, i.e., P, approaches the
identity matrix as ¢ — 0. The matrix P; is continuous and
differentiable at ¢ = 0. The derivative of P; at ¢ = 0 is the
infinitesimal generator of the bivariate Markov chain given by

G = lim ~(P, — I).

tlo t M

The off-diagonal elements of GG are non-negative, and the diag-
onal elements are non-positive. If the diagonal elements of G
are finite, then each row of G sums to zero. This assumption
is made throughout this paper. The transition matrix satisfies
Kolmogorov’s forward and backward equations, whose unique
solution is given by

Pt = €Gt.

2
Let G = {gap(ij); (a,i), (b,§) € Z}. For sufficiently small ¢,

P(Z(t) = (b,j) | 2(0) = (a,i))
gab(ij)t + O(t)7 (a7 Z) # (b7.7)
1+ gaa(ii)t +o(t), (a7 Z) = (b7.7)

3)

Assume that the bivariate Markov chain enters state (a, i)
at some time which we denote as t = 0. Let AT,; denote the
sojourn time of the bivariate Markov chain in state (a, ¢) until
it transits to another state. This sojourn time is exponentially
distributed with rate given by —gg,(i7). Thus,

P(AT,; > 7| Z(0) = (a,i)) = 9«7 7 >0, (4)
When the chain is in state (a,%) and a jump occurs at some
time ¢, the probability that the chain jumps to (b, j) # (a,i)
is given by

P(Z(t) = (b,4) | Z(t=) = (a,1)) = =9ab(i5)/ aa(i1)-
®)

Recall that the states {(a,i) € Z} are ordered lexico-
graphically. The generator matrix G may be partitioned into
r x r sub-matrices such that G = {Gup;a,b € X} where
Gab = {9ab(ij);i,j € S}. For this partition, the order of
each G,, is r. A more interesting bivariate Markov chain
is obtained when each X-state is associated with a possibly
different number of S-states. Suppose that the X-state a is

associated with r, S-states, given without loss of generality

by Sq = {1,2,...,7r4}. Then, the state space of Z is given by
d
Z=|J{(a,i),i € Sa}. (6)
a=1

The generator matrix G may now be partitioned into
sub-matrices {Gap;a,b € X}, where Gopy = {gan(ij);
i € Sa,j € Sp}. The order of each G, is r,. We shall
encounter such partition in Eq. (23).

We assume that in addition to G, all diagonal matrices
{Gaa} are irreducible. This assumption guarantees that for
every a € X, (G4, is non-singular, and that the elements of
—G1 and of e“eat are all positive for every ¢t > 0. The
S-chain is Markov if and only if the order r,, and the
matrix EZ:1 Gap, are independent of a for every a € X [3].
In that case, Zle G ap 1s the generator matrix of the S-chain.
A similar condition can be stated for the X -chain to be Markov
upon re-partitioning of G.

The bivariate Markov chain is a Markov jump process with
right continuous piecewise constant sample paths and a finite
number of jumps in each finite interval. As such, the bivariate
Markov chain is strong Markov, i.e., the Markov property
holds for stopping times. This result could be applied to jumps
of the X process, which constitute a subset of the jumps of
the Z process.

Let ¢ denote the parameter of the bivariate Markov chain.
Under the usual parametrization, ¢ = {v, G} where v is the
initial distribution of the bivariate Markov chain and G is its
generator. In a more general setup, both ¥ and G may be
functions of a parameter ¢ of a relatively small dimension.
Also, when v is the stationary distribution of the process, then
it is a function of G. Let P, denote a probability measure of
the process.

Suppose that the bivariate Markov chain is sampled at the
jump points of the X-chain. Suppose that the arbitrary time
origin at ¢ = 0 coincides with a jump of X. This technical
condition guarantees that the first positive sojourn time of X
is distributed like any other sojourn time of that process. For
k= 0,1,2,..., let T* denote the time of the k + 1st jump
of X. Let X}, = X(T%), Sx = S(T*), and Zy = (Xy, S).
We refer to {Zj} as the sampled bivariate Markov chain.
For k = 1,2,..., let T, = T* — T*=1 denote the sojourn
time of X in state Xj_1. Let Ty = 0. The resulting process
{(Tk, Zr)}72 is a Markov renewal process for which

Py(Ty <t, 2k = 21 | Tr—1 = th—1,
Zi1 =2p—1,...., 1" =t1,Z1 = 21, Zy = 2p)
= Py(Ty < t, 21 = 2k | Z—1 = 21-1). (7
Let pg(tg,zx | zxk—1) denote the density obtained by
differentiating the rhs of (7) w.r.t. ¢, where ¢ is a realization
of the sojourn time T} and zj, is a realization of Zj. Since the
sample path {X (¢),¢ € [0,¢"]} is uniquely determined by the
random variables {(Xo,71),(X1,72),...,(Xn—1,Tn), Xn},
its likelihood function follows from the joint density
of these random variables, or as the marginal den-
sity of {(Zo,T1),(Z1,12),...,(Zn-1,Ty), Zn}. Using the
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Markov renewal property in (7) we obtain

> polzo) [] polte: 2k | ze-1).
S805-++,8n k=1
(8)

Let fjb(t;gi)) = pe(te, zrlzr—1) when t, = t, 21 =
(a,1), and z; = (b,j). Using homogeneity of the bivariate

Markov chain Z, this density can be evaluated as

po(x(t),t € [0,2"]) =

0
60) = 5oy < .20 = (b.5) | Zo = (a,0). )

Define the transition density matrix by

Ft0) = {5 ¢)i,5 = 1,...r} (10)
Then from [22, Proposition 1],
[t 0) = €%t Gap, a#Db, t>0. (11)

Furthermore, ¢Gaat

ment given by

is a transition matrix with the (4, j) ele-

Py(Ty >t,5(t) =7 | Z(0) = (a,1)). (12)
Let vy; = Py(Zy = (a, 1)), and define
Vo = (Va,1:Va,2s -+ Var)
v=(v1,...,V4) (13)

where v represents the initial distribution of Z. The likelihood
function in (8) can now be rewritten as
pe(x(t),t € [0,t"]) = va, {H f””’—“”’(tl;d))} 1 (14
=1

where 1 denotes a column vector of all ones.

The likelihood function (14) can be calculated using forward
or backward recursions as follows. Let the row vector

k

L(k; 0) = vao [ [ £72" (115 9) (15)
=1
define the forward density for £ > 1, and note that
L(k; ¢) = L(k — 1;¢) f** =1 (ti; ¢) (16)
where L(0; ¢) = v,,. Next, let the column vector
n
R(k;¢) = [ f (i 91, (17)
1=k

with R(n + 1; ¢) = 1, define the backward density, and note
that

R(k; ¢) = f* "% (tr; ) R(k + 13 ). (18)
The likelihood function is given by
po(x(t),t € [0,2"]) = L(k — 1; ) R(k; ¢) (19)

where k£ may be chosen arbitrarily to be any integer between
1 and n + 1. The forward and backward recursions must be
scaled to improve their numerical stability, see [15, Sec. 3.4].

Returning to the sampled bivariate Markov chain, integrat-
ing (11) over ¢ gives the transition probabilities

Py(Zy, = (b,5) | Zk1 = (a,7)) = [~Gog Gap] ;- (20)

IEEE/ACM TRANSACTIONS ON NETWORKING

Define the matrix

1
Dab_{ GalGay, a#b

21
0, a=b. @

The transition matrix of the sampled bivariate Markov chain
is given by the block matrix D = {Dgp,a,b = 1,...,d}.
The sampled bivariate Markov chain has one closed set of
recurrent, possibly periodic, states, while the remaining states
are transient [15, Lemma 3]. A state (b, j) is recurrent if and
only if it corresponds to a non-zero column of G, for some
a # b. Hence, the transition matrix D has a unique stationary
distribution with zero entries for the transient states. When
v satisfies ¥ = v D then it constitutes the stationary distribution
of D. The sampled bivariate Markov chain is stationary if and
only if it is initialized with the stationary distribution.

Let v¥, = Py(Zy = (a,i)) for k = 0,1,... where
yoi = V4. Define y(lj and v* analogously to v, and v in (13),

respectively. We have

d

k k—1

vy = E v, " Dap.
a=1

When the sampled bivariate Markov chain is initialized with
its stationary distribution, then v/ is independent of k and it

follows from the solution of v = v D.

(22)

III. PARTIALLY OBSERVABLE BIVARIATE MARKOV CHAIN

In this section we describe the proposed model for esti-
mating link delay densities, routing probabilities, and the
probability of any source-destination path in an unstructured
network with random routing regime. We also discuss some
important relevant properties of the model.

We model traffic over the network as a bivariate Markov
chain Z = (X, S). The states of the X -chain represent the
nodes of the network, and the S-chain serves as an auxiliary
background process. We designate a subset of the state space X
as source/intermediate states, and the remaining states as
destination states. This partition is made purely for accounting
purposes. A packet entering a randomly chosen source state
will propagate to a destination state through intermediate states
using random routing. This means that at each node the packet
will be routed to one of the subsequent nodes, which will
be chosen according to some distribution. Upon leaving the
destination state, the process will re-start from a randomly
chosen source state, and a new packet will propagate through
random routing to its destination state, and so on. Effectively,
a source/intermediate node is represented by a non-absorbing
state, while a destination state may be seen as an absorbing
state with a reset loop.

The S-chain serves as an underlying process that helps the
X -chain attain some desirable statistical properties. In particu-
lar, in a bivariate Markov chain, the density of the sojourn time
in each X -state is phase-type, and that density may be far more
general than the exponential density. We shall specify that
density shortly. In the proposed model, we only measure the
overall delay from source to destination, and have no access
to either X or S. We therefore refer to the model as a partially
observable bivariate Markov chain.
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Suppose that the source/intermediate states are X; =
{1,...,dy} for some dy < d, and that the destinations states
are Xo = {dq + 1,...,d} where clearly X = X; U X,. The
matrix G can be expressed as {Gap,a,b € X}, where, for
a,be Xy, Gap = {9ab(ij),4,j = 1,...,r} are r X r matrices;
for a € X3,b € X4, Gop = row{gap(1j),j = 1,...,r} are
1 x r row vectors; for a € X;1,b € Xo, Gap = col{gap(i1),
i =1,...,7} are r x 1 column vectors; and for a,b € Xs,
Gqp is a scalar. The generator G of the bivariate Markov
chain may be partitioned according to the class of possible
source/intermediate states and the class of possible destination
states as follows:

G G4,
: : hi - ha,
Gay 1 Gay,dy
G = (23)
ey —&1
€d, _gdz
where {h;,l = 1,...,d2} are rdy x 1 column vectors with
dy = d—dy, {e;,l = 1,...,d2} are 1 X rdy row vectors,
and {} are positive scalars. For [ = 1,...,d2, we have
hl = COl{Ga’lerl,a = 1,...,d1}, e = I‘OW{Glerl’b,
b= ]., ey dl}, and fl = _Gd1+l,d1+l-
We may conceptually rewrite G as
H H.q
G = ce “ 24
(Hdc Hgyq 24)
where the subscripts ¢ and d are associated with
source/intermediate states and with destination states,

respectively. For a network with given topology, if no
physical link exists between a pair of source/intermediate
nodes, say a,b € Xy, then the corresponding sub-matrix G
of the model is null. Similarly, elements of H.; corresponding
to non-existent links from any node a € X; to any node
b € Xy should be null. A similar comment can be made
about elements of Hg.. A well known property of the
EM algorithm is that it preserves null values of the parameter.
The sub-matrix Hg; is diagonal since traffic does not
flow from one destination node to another destination node.
Since {&;} are positive scalars, the sojourn time associated
with the ith destination state is exponential with mean sojourn
time of 1/¢;. By choosing sufficiently large {¢;}, we can
diminish the sojourn time in each destination state, so that
the return to a source node may be considered instantaneous.
Recall that v denotes the initial distribution of the sampled
bivariate Markov chain. Since the bivariate Markov chain
cannot start in a destination state,
v=(r,...,v4,,0,...,0). (25)
We define p = (v1,...,v4,)-
The sojourn time of the process in each of the X-states is
phase-type [22]. For Xy = z¢, with ¢ € X, the phase-type

density is obtained using (11) and (21) as follows:

D w0,z imaao Po(215 | 20)Pe(20)
Dy £y Dso.sn Po(21 | 20)Ps(20)
B . Vo €G7020 Gy, 1
B le;m;ﬁxo VmoDzozll

_ = Groagt
= —Ug,e 070 Gy 1,

pe(t | o) =

(26)

where we have used > . . Gzl = —Guul,
> ivay sz Prosl = 1, and Uz, = vz, /(vz,1) denotes
the initial conditional distribution of the S-states associated
with zg, given that X, = x. Note that when z; € X,
the terms Dy, 1 and G5,4, 1 become the subvectors D4,
and G, 5. respectively. These subvectors follow from the
corresponding subvectors of hg,_4,. When X, = a for
some k£ > 0, the sojourn time density is given by (26)
with v, replaced by v* from (22), and 7,, is replaced by
vk = u#/(VF1). The family of phase-type densities is dense
in the family of densities with non-negative support [37]. This
means that every sojourn time density is either phase-type
or it can be approximated arbitrarily well by a phase-type
density. The number of phases of the phase-type sojourn time
density (26) equals the number of states in S,,. Increasing
that number improves the approximation of the true sojourn
time density.

The parameter ¢ of the bivariate Markov chain may be esti-
mated from K independent source-destination delay measure-
ments using the EM algorithm. We adopt the EM algorithm
developed in [2] for estimating the parameter of a univariate
Markov chain from K independent absorbing times. In the
Markov chain of [2], all states but one are transient, and
the exceptional state is absorbing. The EM algorithm will be
detailed in Section IV.

Once the parameter of the bivariate Markov chain is esti-
mated, the density of each link delay may be evaluated as
follows. Suppose that Xy = xg and X; = x1, 29, 1 € X;. For
the link connecting these nodes we have from (11) and (21),

D so.s1 P21, | 20)pg(20)

> so.s1 Po(21 | 20)pg(20)

- oneG’”O'”“thoml, (27)

VaoDzgzy 1

When z; € X, the terms Gy, 1 and Dy ., 1 in (27) are
replaced by G, and Dy, ., , respectively. The density in (27)
is a matrix exponential density [18]. The family of matrix
exponential densities contains all phase-type densities.

Given the estimated parameter of the bivariate Markov
chain, we can also calculate the packet routing distribution
under the random routing regime. This is the probability that
a packet will reach state x; once it has left state xy. Suppose
xo,x1 € Xy. For Zy = (20, 80) and Z; = (x1,$1) we have
from (21),

p¢(t | ‘T"wa‘l) -

P ((E | " ) - Zso,sl p¢(2’1 | Zo)p¢(20)
1 0) —
’ Y1 Lsguss Pol21 [ 20)po(20)
Ve Do, 1 Vo Dagay 1

le Vo Doz, 1 Vgl

(28)
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Note that we need not restrict the sum over z; to x1 # xo
since Dy, = 0. When z; € X, the term D, ., 1 is replaced
by D,z,. Similarly to (26), Eqs. (27) and (28) could also
be used to evaluate py(t | ok, Tr1) and py(Teir | xk),
respectively, for any £ > 0. Assuming X = a, this can be
accomplished by replacing v,,, and 7, by v/* and ¥, respec-
tively. Alternatively, we could use the stationary distribution v
which follows from v = v D. In our numerical study described
in Section VI we have opted for the latter approach in order to
obtain “steady state” link delay density and routing probability
estimates.

Finally, we note that the probability of a source-destination
path {zo,...,z,}, where zg,..., 2,1 € X; and z,, € Xy,
can be obtained as follows:

Po(x0s ) = Y Po(20)pe(21 | 20) -+ p(2n | Z0-1)
50,.y8n
= VxUD;coxlelxg e 'Dgcn_lxn- (29)

IV. THE EM ALGORITHM

In this section we detail the EM algorithm for estimating
the parameter ¢ of the bivariate Markov chain described
in Section III, from K independent source-destination delay
measurements Y = {Y7,Ys,...,Yx}. The EM algorithm is
derived along the lines of the approach developed in [2]. The
parameter ¢ constitutes the off-diagonal elements of H.., the
elements of H.4, and the initial distribution p. The elements
of Hgyq are set as detailed in the paragraph following (24).
For H,., we choose {e; = &pu,i = 1,...,da}, so that the
initial distribution of the bivariate Markov chain remains p
after bouncing from any destination state in Xs. We do not
assume any particular topology for the network, and hence, we
do not constrain any of the sub-matrices of the H,.., H.q, and
H 4. portions of the generator G to be null. See also comments
following Eq. (24).

The EM algorithm generates a sequence of parameter
estimates with increasing likelihood, unless a fixed point is
reached, in which case, the parameter estimate and its likeli-
hood remain constant. Every fixed point of the EM algorithm
is a stationary point of the likelihood function characterized
by zero derivative. Conditions for reaching a fixed point may
be found in [38] but are not easy to verify. The performance of
the EM algorithm depends on the initial guess of the parameter
value since the likelihood function is usually rather complex
and has multiple local maxima. We shall elaborate on the
choice of the initial estimate in Section VI.

The likelihood of the observation sequence is evaluated at
the end of each iteration, and its value is used to judge the
quality of the estimate. The likelihood function is commonly
used in a stopping criterion for the EM algorithm. For exam-
ple, the algorithm could be stopped if the relative increase in
likelihood values in two consecutive iterations falls below a
given threshold. Alternatively, the algorithm could be stopped
after a certain number of iterations if the rate of increase of the
likelihood is low. This stopping criterion was adopted in this
paper where the EM algorithm was limited to 1000 iterations.
It is well known that the EM algorithm has slow convergence
rate [23].
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Let Z, = {Z(t),0 < t < Y} denote the bivariate
Markov chain defined in the interval [0,Y}]. The complete
statistic for the EM algorithm is given by {(Zy, i), k =
1,...,K}. Let ¢, denote the estimate of the parameter ¢
of the bivariate Markov chain at the end of the «th iteration
of the EM algorithm. Since the observations are assumed
independent, the estimate ¢, is obtained from maximization
of the EM auxiliary function as follows:

K
$u+1 = argmax Z Ey {logpe(Ye, Zk) | Yi},
k=1

(30)

where E, denotes expectation under Py . The density
p¢(2k, Y).) was derived by Albert in [1, Th. 3.1]. Substituting
that density in (30), and carrying out the maximization, yield
the EM iteration for estimating ¢ as detailed below.

Assume that for a given k, Y, = y.. Let M%b(yk) denote
the number of jumps from state (a, ) to state (b, ) in [0, yx],
and let D¢ (yy,) denote the total sojourn time of the bivariate
Markov chain in state (a,4) in [0, yz]. Let

M (y) = Ep AMZ (Vi) | Ve = yi}

Dif(yx) = Es AD} (Yx) | Yi = yr}

denote the conditional mean estimates of MS’(yx) and
D¢ (yy), respectively. At the end of the (v + 1)st iteration, the

new estimate of the initial distribution of the bivariate Markov
chain is given by

(€19

1 K
i = g 2 P20 = @D Y =p), (D

and the new estimate of the generator is given by

S M2 (y) ‘ .
— b, a,i).
SF Dy 7P

When a,b € Xy, then (33) applies to 7,57 = 1,...,r. When
a € Xy, and b € Xo, then (33) applies to ¢ = 1,...,r and
j=1

The essence of the EM algorithm is the evaluation of the
conditional probability in (32) and the conditional mean esti-
mates in (31). These estimates are derived in the propositions
below. The key to the derivation is (11), which implies that
for any a € X; and any b € X,

Py, (Yi € dyk, Z(yx) = (b,5) | Z(0) = (a,17))
= 1/ eHev Hog1p;dyp,

Gav(ij) = (33)

(34)

where Y, € dy, means that Y € [y, yr + dyi) for an
infinitesimal interval dy;, of Yj, and 1,; is a unit column vector
of suitable dimension with a one in the (a,?) position and
zeros elsewhere. Another important relation, similar to (12),
is given by

Py (Z(t) = (a,i),t <Y) = pellet1,,. (35)

This relation can be proved similarly to [22, Proposition 1].
Proposition 1: The initial distribution estimate Uy;, a € X1,
in (32) is given by

K
1 1! efecvr [ 41
Pai = == Y Yeitai” cd = (36)
k,_

Mechkacd]-
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Proof: Multiplying (34) by v,; and summing over all (b, 5)
we obtain,

Ptih (Yk € dyk, Z(O) = (a, Z))

= Vi1l efeevs H g1 dyy. (37)
Summing (37) over all (a,%) we obtain,
Py, (Yi € dyp) = pee¥* Heqldyy. (38)

The ratio of the probabilities in (37) and (38) gives

Py (Z(0) = (a,i) | Y = wyg), and the result follows

from (32). ]

Proposition 2: The total sojourn time estimate ﬁf(yk)
a € Xy, in (31) is given by

Do) e L0 g

i (Ye) = peHeeyr H g1 '

Proof: To evaluate ﬁf(yk), define the indicator function

(39)

1,  Z(t) = (a,i)
ai t) = 40
Pai?) {0, otherwise “0)
and note that
Y
D) = [ ety (1)
0

Hence, using Bayes rule, we obtain,

Di(yr) = E {/0 ) Pai(t)dt | Yi = yk}

Yk
= Py (Z(t) = (a,1),t <Yy | Y = yg)dt
0
1

- m/o Py (Z(t) = (a,i),t < Yy)

'P¢L (Yk S dyk | Z(t) = (a, i),t < Yk)dt. (42)
From (34), we have,
Ptih (Yk S dyk | Z(t) = (a,i),t < Yk)
= 15, WD H g1 dyy, 43)

and Py, (Y € dy) is given in (38). Substituting (35), (43),
and (38) in (42) completes the proof. [l
Proposition 3: The estimate M{ljb(yk) of the number of
Jumps from state (a,i) to state (b,j), a # b, given the
measurement Yy, is given as follows:
a) Fora,be Xy andi,je{l,...,r},

ijb(yk)
o [me™ee 0] gap(if) [1h;ete= =) Hogl]dt
- MeHccyk Hcd]- ’
(44)
b) Forae Xy, 1 =1,...,r; and b € Xy, j = 1, we have
using | = b — dy,
R Heeyrq .][1/ h ]
Mfl,b _ [/ME at ailll . 45
ij (yk) ‘LLCH“'y’“HCd]. ( )
Proof: The number of jumps in Part a) is given by
lyr/e]—1
M) =lim > wailleey((l+1))  (46)

=0

where |-] denotes the floor function, and ¢g;(t) is defined
in (40). Since the number of jumps in any finite interval is
finite, the conditional expected value of (46) is given by

yr/e|—1
M (yx) = lim lZ Py, (Z(l€) = (a,i),
Z((l+1)e) = (b,7), (I +1)e < Yy) | Y = yx)
yr/e|—1
= 5 = lim [Py, (Z(le) = (a,i),le < Yy)

Py, (Yk S dyk) e—0 0

1
=P (Z((1+1)e) = (b,9) | Z(1e) = (a,1), (1+1)e < Vi)
Py, (Vi € dyr | Z((1+ 1)) = (b, ), (I + 1)e < Vi)
(47)
The result in (44) is obtained by substituting (38) into the first

term of (47), using a similar argument as in (35) for the second
term, using (2) and

) eGe -7
lim
€l €

=G, (48)
for the third term, applying (43) to the fourth term, and
interpreting the resulting sum as a Riemann integral.

For Part b), the bivariate Markov chain transits from (a, ) to
(b, 1) only in its last jump occurring at time Y}, = yj. Hence,

M (yi) = i @ai (yk — €)pun (ui). (49)
The conditional mean estimate of M2°(yy) is given by
M ()
= lim P(Z(y, — ¢) = (a,2), Z(yx) = (b, 1) | Vi = )

1 ) .
= B ey [Py, (Z(yr — €) = (a,1))

Py, (Vi € dyk, Z(yx) = (0,1) | Z(yr — €) = (a,9))] .

(50)
Using (38), (35), and (34), in (50) yields,
R Hee(yr—€)q 17 efechy]
qu — i [Me at ai 1 51
il (yk) 61_{% M@H“yk Hcd]- ) ( )
which is equivalent to (45). ]

The integrals in (39) and (44) can be efficiently evaluated
using Van Loan’s approach [33, Th. 1]. Rearranging terms
in (44) (and similarly in (39)), we are interested in evaluating

Y
J(y) = / eHeeW=t . H g1y - eflectdt, (52)
0
Define
_ Hcc Hcd]-'u
C—( 0 . ) (53)

and evaluate e“Y. Then, J(y) is the upper right block
of e“Y. The matrix exponential is usually calculated using
Padé approximation, which requires O(r?) operations for a
matrix of order r [24]. This approach for evaluating (52) is
significantly faster than the approach used in [2] which relies
on Runge-Kutta numerical integration [28].
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Algorithm 1: EM Algorithm for Estimating the Bivariate
Markov Chain Parameter
Data: Source-destination observations {Y1,...,Yk};
Result: A high likelihood estimate ¢3 of the parameter ¢
of the bivariate Markov chain, which comprises
{Vaya=1,...,d1}, {gas(ij) € He.}, and
{9ab(i1) € Heal}s X
Initialization: Set an initial estimate ¢ «— ¢g;

Evaluate the likelihood §(0) of the initial estimate
using (54); Set ¢ «— 1, tyax < 1000;

while ¢ < 14,4, do

Use Proposition IV.1 to evaluate 7;;

Use Propositions IV.2 and IV.3 to evaluate D¢ (yy)
and ijb(yk), respectively; Use the estimates in (33)
to obtain a new estimate of {g.,(ij)};

Evaluate the likelihood (¢) of the new parameter
estimate ¢, using (54);

Update parameter estimate: qB — P, L— 1+ 1;
end

The likelihood of the observation sequence follows
from (38) and is given by

K
Py, (Y1 €dyy,..., Yk €dyk) = H petleevs H 1 1dyy,.
k=1

(54)

A formal statement of the EM algorithm is given as
Algorithm 1.

V. SINGLE PATH MODELING

In this section we discuss delay estimation on a single
source-destination path, which is of particular interest in a
computer network. We attribute a bivariate Markov chain
to that path, and estimate the parameter of the model from
multiple source-destination delay measurements. Modeling of
traffic on a single source-destination path is simpler than
modeling traffic over the entire network, it provides more
intuitive results, and it will be used to compare our approach
with previous work such as that in [39]. In addition, this
approach could be applied to a network with deterministic
routing, i.e., all packets for a given source-destination pair
follow a single path.

Suppose that the nodes on the single source-destination path
of interest are numbered consecutively, say {1,...,d}, where
node 1 is the source node, node d is the destination node, and
nodes {2,...,d;}, di = d — 1, are intermediate nodes. The
generator of the bivariate Markov chain model is given by

G G
0
G = Ga—1,d1—1 Ga,—1,d, 535
G, ,dy hi
ISE1 0 | —&

where all matrices in the upper left block of G, which we
previously referred to as H.., have the same order r, &; is
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a scalar, and the dimension of the row vector vy and of the
column vector h; equals that order. The initial distribution is
given by

v =(1,0,...,0,0). (56)

The delay on a given link coincides with the sojourn time of
the X -chain in the state from which the link originates, since
only one X-state is reachable from any given X -state. Thus,
the source-destination delay is the sum of the X -state sojourn
times.

In this model, a packet entering the root node will wander
in the state space of the auxiliary S-chain, until it leaves the
X-state 1 and moves to the next X-state 2. There it will
wander again in the state space of the S-chain, until it moves
to the X-state 3, and so on. Each jump of the S-chain while
the X -chain is at rest, is also a jump of the Z-chain, and the
sojourn time in each state of Z is exponentially distributed.
The link delay could thus be the sum of exponentially distrib-
uted delays, mixtures of such delays, etc. The density of the
link delay in a bivariate Markov chain is known to be phase-
type [15], of which mixtures of convolutions of exponential
densities is a particular case. It is also important to note that
link delays in this model are statistically dependent as expected
in a real network.

Estimation of the parameter of this model from independent
source-destination delay measurements can be done using
the EM algorithm of Section IV. The algorithm applies for
estimating the initial distribution v, the off-diagonal elements
of H.., and the elements of h1. As in the unstructured network,
&, is set a priori as a large positive number, and e; = &1
guarantees that the initial distribution of the bivariate
Markov chain remains v, after bouncing from the destination
X-state d.

When the matrices {G,,} are diagonal, the density of the
sojourn time in a given X -state, say X = a, follows from (26)
and is given by

T
pot | @) = 37 0 (i) gua i)t (0"

i=1

(57)

where 7¥(i) denotes the ith component of 7% defined shortly
after Eq. (26). This is a mixture of exponential densities
with parameters {¢,,(i7),i = 1,...,r}. Thus, when the
path is modeled as a bivariate Markov chain with diagonal
matrices {Ggq}, each link delay is a mixture of exponential
densities, but link delays on the path are not statistically inde-
pendent. A mixture of exponential densities link delay model
was used in [39], under the assumption that various link delays
are statistically independent. In the single path context, this
model is a special case of the bivariate Markov chain model
for which the block matrices {G,} are diagonal and the block
matrices {Gg q11} satisfy Ggoar1 = —GaaglVatr1/(Vat+11)
when ¢« € Xj, and Gg, 4,41 = —Gga,1, where
v = {wp, b € X} is the stationary distribution of the sampled
bivariate Markov chain given below (22).

VI. NUMERICAL RESULTS

In this section we present numerical results, obtained using
MATLAB, aimed at assessing the performance of the bivariate
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Markov chain as a model for estimating parameters of a
network such as link delay density and routing probabilities.
We study modeling of unstructured networks with random
routing regime, as well as modeling of single paths in a
network. We do not assume any specific topology in the
unstructured network, except for the partition of the nodes
into source/intermediate nodes and destination nodes. Thus,
we do not constrain any of the sub-matrices in the H.., H.q4,
and H,. portions of the generator G of the bivariate Markov
chain to be null. This generator is given in (23). In modeling
a single source-destination path in a network, the generator of
the bivariate Markov chain is given by (55). We compare our
results for the single path modeling with the mixture model
approach of [39].

A. Unstructured Networks

We tested our approach on data generated by a relatively
high order bivariate Markov chain, which simulated data
generated by a network. We refer to this model as the
“true” model. We have used a bivariate Markov chain with
dy = 8 source/intermediate states, ds = 8 destination states,
and r = 10 for each source/intermediate state. The entries of
the initial distribution vector p were chosen by first sampling
a uniform distribution on [0,1], and then normalizing its
components so that 41 = 1. The entries of the generator
G of the bivariate Markov chain in (23) were chosen as
follows. The off-diagonal elements of the sub-matrix H.., and
the elements of H.4, were drawn randomly by sampling a
uniform distribution on [0, 100] where the value of 100 was set
arbitrarily. For i = 1, ..., ds, we have assigned ¢; = 10°. This
value of ¢; guarantees a negligible sojourn time with a mean
of 1075 seconds in each destination state. Furthermore, for
i=1,...,ds, we chose e; = -10°. In generating the data Y,
the bivariate Markov chain was initialized according to .
It then evolved through the states within X; x S, and incurred
an exponentially distributed sojourn time in each visited state.
When a destination state was reached, the total sojourn time
was recorded, and the chain bounced back to an initial state
in accordance with e;. We allowed the process to proceed in
this manner until we recorded K = 5000 source-destination
delays {Y}} which constituted the data Y.

Next, we used the source-destination delay data Y generated
from the high order bivariate Markov chain to estimate a
relatively low order bivariate Markov chain with d; = do = 8
and » = 4 using the EM algorithm from Section IV. The
estimated parameter was used to infer the link delay den-
sity estimate from Eq. (27), the routing distribution from
Eq. (28), and the density of the overall source-destination path
delay from Eq. (38). These estimates were compared against
similar estimates obtained from the known parameter of the
higher order true model of » = 10. We have initialized the
EM algorithm by randomly generating off-diagonal elements
of H.. and all elements of H.4, as explained above, except
that here the non-negative elements of these matrices were
drawn from a uniform distribution on [0, 150]. By sampling
from a distribution with larger support, we have reduced the
dependency of the initial value of the parameter on its actual
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Fig. 1. Diagonal elements of H.. depicted in ascending order.

value. Furthermore, it appears reasonable to choose the initial
value of the parameter from a broader distribution rather than
from a narrower distribution, which could exclude typical
values of the true parameter. Similarly, the elements of u
were drawn from a uniform distribution on [0, 1] and were
subsequently normalized. We have observed that the likelihood
of the estimated model increased rather slowly from one EM
iteration to the other. Hence, we have limited the EM algorithm
to 1000 iterations in estimating the parameter of the model.
In comparing the true and estimated densities, we have
evaluated the Kullback-Leibler divergence between the two
densities as follows. For densities f and g the divergence is
given by
f(v)

Dics(fllg) = /0 " f()log O

which can be approximated using standard numerical integra-
tion techniques. We have designated f as the true density and
g as the estimated density.

Before turning to the presentation of our link delay esti-
mation results, we demonstrate the accuracy of the parameter
estimation procedure, by estimating the parameter of a par-
tially observable bivariate Markov chain with generator (23)
and d; = dy = 8, r = 4, from source-destination delay data
generated by the same bivariate Markov chain. The parameter
of the bivariate Markov chain was randomly generated as
described above, and the EM algorithm was initialized and
terminated as described above. Since the generator G contains
a relatively large number of entries, and estimation of each
individual entry is typically difficult, we present here only
aggregated values of the estimated entries. In particular, Fig. 1
shows plots of the true and estimated 32 diagonal elements
of H.. as obtained in our study. Fig. 1 demonstrates that
the estimation procedure, starting from an initial parameter,
results in an estimate that is closer to the true parameter
with respect to the diagonal elements. Despite the relatively
inaccurate parameter estimate, the derived estimates of the
source-destination and link delay densities turn out to achieve
reasonably good accuracy, as will be seen shortly. Theoretical
performance bounds for parameter estimation from partially
observable bivariate Markov chain are not known.

In the remaining experiments described in this and in
subsection VI-B, we used the data Y generated by the high
order bivariate Markov chain with » = 10, and applied the EM

(58)
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Fig. 3. Delay density for a typical link: no. 116.

algorithm to estimate the partially observed bivariate Markov
chain of order » = 4. Fig. 2 shows plots of the density of
the overall source-destination delay, corresponding to Py (Y}, €
dyy,) in (38), when ¢ is the initial parameter, and when ¢ is the
estimated parameter. Clearly, the true and estimated densities
are in very good agreement. The estimated divergence value
for the true and estimated densities in Fig. 2 was found to
be 1.02- 1075,

Next, we compare the link delay density estimates obtained
from the true and estimated parameters. In the proposed model
there are d? — d; = 56 links connecting states within X,
didy = 64 links connecting source/intermediate states to
destination states, and a similar number of 64 links connecting
destination states to source/intermediate states. We are only
interested in the first two sets of links, which total 120 links.
Fig. 3 depicts the true and estimated link delay densities for
one of the links. Fig. 4 shows the divergence values for all
120 link delay estimates. We have also evaluated the packet
routing probabilities using (28). Fig. 5 depicts the squared
error between the true and estimated packet routing probability
for each link.

We also studied the sensitivity of our approach to the model
order . We have repeated our experiments using r = 1,2, 3,
and compared with the results obtained using r = 4. Lowering
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Fig. 4. Divergence values for estimated link delay densities.
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Fig. 5. Squared error for estimated packet routing probabilities on the various
links.

the order from » = 4 to r = 1 had negligible effect on
the estimation accuracy of the overall source-destination delay
density as presented in Fig. 2. Lowering the order, however,
impacted the quality of the link delay estimation. As expected,
the quality improved as the order r was increased from 1
to 4. Fig. 6 demonstrates the results for link number 116.
The divergence values corresponding to r = 1,2,3,4 were,
respectively, 0.686, 0.316, 0.180, and 0.061.

B. Single Path Modeling

In this section we demonstrate the workings of our approach
in modeling traffic on a single source-destination path of a net-
work. We consider a path with 5 nodes given by {1,2,3,4,5}.
Traffic on the given path was modeled as a high order bivariate
Markov chain with d = 5 and r = 10. In this case, d; = 4
and do = 1.

The initial distribution and generator of the high order
bivariate Markov chain were generated randomly as in the
unstructured network. The value of &1 in (55) was set to 10°
as before. This model was used to generate K = 5000 source-
destination delay measurements Y = {Y3,...,Yx}. The data
was used to train a low order bivariate Markov chain with
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Fig. 7. Overall source-destination delay densities in a single route.

d =5 and r = 4. The EM algorithm was initialized similarly
as was done for the unstructured network. The estimated
parameter was used in (26) to estimate the link delay, and
in (38) to estimate the source-destination path delay.

We compared four different approaches to obtaining an
estimate of the parameter of the bivariate Markov chain.
In approach A, the estimate was obtained using a partially
observable bivariate Markov chain with the generator structure
shown in (55). In approach B, the estimate was also obtained
using the partially observable bivariate Markov chain with the
structure shown in (55), except that here the matrices {Gaq}
were diagonal. The link-delay density estimate provided by
this model is the mixture density (57). This model does not
assume that the delays on various links are independent and
hence provides an upper bound on the performance of [39].
The estimate in C' was obtained using the mixture fitting
approach of [39] by specializing the implementation of the
EM algorithm as discussed at the end of Section V. The
estimates in approach D were obtained using the partially
observable bivariate Markov chain with the general generator
structure given in (23).

In Fig. 7, the overall source-destination delay densities are
plotted for the estimates obtained by the four approaches. Note
that source-destination delay density achieves its maximum

400 f,
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Fig. 8. Link delay densities for the first link on the given route.
TABLE I

DIVERGENCE BETWEEN TRUE AND ESTIMATED
DENSITIES ON THE GIVEN ROUTE

DKL-A DKL-B DKL-C DKL-D
Source-dest. | 6.33-10~° | 7.20-10~° 0.0399 4.80-10%
Link no. 1 0.0146 0.0250 0.2657 0.0462
Link no. 2 0.0627 0.0039 0.1011 0.0343
Link no. 3 0.0166 0.0066 0.1950 0.0689
Link no. 4 0.0144 0.0057 0.0322 14.9156

away from time 0, in contrast to the delay densities shown
in Figs. 2 and 3. We also remark that a link delay density
with this shape, say for a link starting from node a, could
be obtained using a bivariate Markov chain with generator
such that the submatrix GG,, has a structure similar to that
in (55). All four approaches appear to provide a reasonable
approximation of the source-destination delay density. The
first row of Table I gives the approximate divergence values
between the true source-destination delay density and each of
the estimated densities. Approaches A and B provide delay
density estimates of comparable accuracy. Estimate A results
in a slightly more accurate source-destination delay density
estimate and link 1 delay density estimate, whereas estimate B
results in somewhat better link delay estimates for links 2-4.
In principle, approach A should lead to the most accu-
rate estimate, as it models the link delays using a general
phase-type distribution, but its associated parameter contains
more elements to be estimated. Approaches B and C both
assume a link delay model based on mixtures of exponentials.
As expected, estimate C is less accurate than estimate B, due
to the further assumption of statistical independence among
the link delays. Approach D ignores the single path structure
of the network and consequently, the generator of the bivariate
Markov chain contains significantly more elements to be
estimated. As a result, for the same number of samples and
EM iterations, estimate D is less accurate than estimate A,
particularly with respect to the link 4 delay density. Table I
provides the divergence values between the true and estimated
delay densities for the four links.

Fig. 8 depicts plots for the true and estimated link delay
densities for the first link on the source-destination route.
Comparing the estimates obtained by the bivariate Markov



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

chain model and the mixture model of [39], when the EM
for each model is initialized in a similar manner, we see from
Fig. 8 and Table I that estimates A and B are better than
estimate C.

VII. COMMENTS

We developed a fairly general approach to estimate the
density of the total delay on a link in a computer network
from source-destination delay measurements. Our approach is
based on fitting traffic over the network with a continuous-
time bivariate Markov chain. This model implies that the link
delay is fitted with a parametric matrix exponential delay
density. This family of densities is dense in the family of
densities with non-negative support and it includes phase-type
densities as well as mixtures of convolutions of exponential
densities. We studied link delay in networks with random
routing as well as link delay on a single route of the network.
We demonstrated the performance of the proposed approach
using numerical examples and compared some of our results
with the mixture density fitting approach of [39]. One pos-
sible extension of the work presented here is to consider
bivariate Markov chains with finite support phase-type dis-
tributions [27]. Such models could improve the estimation of
the link delay densities which naturally have finite support.

ACKNOWLEDGEMENT

The authors thank the Associate Editor Steven Weber, and
the anonymous referees, for their detailed comments that
helped improve the presentation of this work. They also thank
David Stoner for his comments and preliminary numerical
results.

REFERENCES

[11 A. Albert, “Estimating the infinitesimal generator of a continuous
time, finite state Markov process,” Ann. Math. Statist., vol. 33, no. 2,
pp. 727-753, Jun. 1962.

[2] S. Asmussen, O. Nerman, and M. Olsson, “Fitting phase-type distri-
butions via the EM algorithm,” Scandin. J. Statist., vol. 23, no. 4,
pp. 419441, Dec. 1996.

[3] F. Ball and G. F. Yeo, “Lumpability and marginalisability for continuous-
time Markov chains,” J. Appl. Probab., vol. 30, no. 3, pp. 518-528,
Sep. 1993.

[4] D. P. Bertsekas and R. G. Gallager, Data Networks,
Englewood Cliffs, NJ, USA: Prentice-Hall, 1992.

[5] R. Céceres, N. G. Duffield, J. Horowitz, and D. F. Towsley, “Multicast-
based inference of network-internal loss characteristics,” IEEE Trans.
Inf. Theory, vol. 45, no. 7, pp. 2462-2480, Nov. 1999.

[6] A. Chen, J. Cao, and T. Bu, “Network tomography: Identifiability and
Fourier domain estimation,” /EEE Trans. Signal Process., vol. 58, no. 12,
pp- 6029-6039, Dec. 2010.

[71 M. Coates et al., “Maximum likelihood network topology identification
from edge-based unicast measurements,” in Proc. ACM SIGMETRICS
Meas. Modeling Comput. Syst., vol. 30. Jun. 2002, pp. 11-20.

[8] K. Deng, Y. Li, W. Zhu, Z. Geng, and J. S. Liu, “On delay tomography:
Fast algorithms and spatially dependent models,” IEEE Trans. Signal
Process., vol. 60, no. 11, pp. 5685-5697, Nov. 2012.

[9]1 N. Duffield, “Network tomography of binary network perfor-
mance characteristics,” [EEE Trans. Inf. Theory, vol. 52, no. 12,
pp- 5373-5388, Dec. 2006.

[10] N. G. Duffield, J. Horowitz, F. L. Presti, and D. Towsley, “Multicast
topology inference from measured end-to-end loss,” IEEE Trans. Inf.
Theory, vol. 48, no. 1, pp. 26-45, Jan. 2002.

[11] N. G. Duffield, J. Horowitz, D. Towsley, W. Wei, and T. Friedman,
“Multicast-based loss inference with missing data,” IEEE J. Sel. Areas
Commun., vol. 20, no. 4, pp. 700-713, May 2002.

2nd ed.

IEEE/ACM TRANSACTIONS ON NETWORKING

[12] N. G. Duffield and F. L. Presti, “Multicast inference of packet delay
variance at interior network links,” in Proc. IEEE INFOCOM, vol. 3.
Tel Aviv, Israel, Mar. 2000, pp. 1351-1360.

[13] N. Duffield, F. L. Presti, V. Paxson, and D. Towsley, “Network loss
tomography using striped unicast probes,” IEEE/ACM Trans. Netw.,
vol. 14, no. 4, pp. 697-710, Aug. 2006.

[14] N. G. Duffield and F. L. Presti, “Network tomography from measured
end-to-end delay covariance,” IEEE/ACM Trans. Netw., vol. 12, no. 6,
pp. 978-992, Dec. 2004.

[15] Y. Ephraim and B. L. Mark, “Bivariate Markov processes and their
estimation,” Found. Trends Signal Process., vol. 6, no. 1, pp. 1-95, 2013.

[16] M. H. Firooz and S. Roy, “Network tomography via compressed
sensing,” in Proc. IEEE GLOBECOM, Miami, FL, USA, Dec. 2010,
pp. 1-5.

[17] O. Gurewitz, I. Cidon, and M. Sidi, “One-way delay estimation using
network-wide measurements,” IEEE Trans. Inf. Theory, vol. 52, no. 6,
pp. 2710-2724, Jun. 2006.

[18] Q.-M. He and H. Zhang, “On matrix exponential distributions,” Adv.
Appl. Probab., vol. 39, no. 1, pp. 271-292, Mar. 2007.

[19] E. Lawrence, G. Michailidis, and V. N. Nair, “Network delay tomog-
raphy using flexicast experiments,” J. Roy. Statist. Soc. B (Statist.
Methodol.), vol. 68, no. 5, pp. 785-813, 2006.

[20] E. Lawrence, G. Michailidis, and V. N. Nair, “Statistical inverse

problems in active network tomography,” IMS Lecture Notes-
Monograph Ser., Complex Datasets Inverse Problems, Tomogr.,
Netw. Beyond, vol. 54, pp. 24-44, 2007. [Online]. Available:

http://arxiv.org/pdf/0708.1079.pdf

[21] G. Liang and B. Yu, “Maximum pseudo likelihood estimation in
network tomography,” IEEE Trans. Signal Process., vol. 51, no. 8,
pp- 2043-2053, Aug. 2003.

[22] B. L. Mark and Y. Ephraim, “An EM algorithm for continuous-time
bivariate Markov chains,” Comput. Statist. Data Anal., vol. 57, no. 1,
pp- 504-517, 2013.

[23] I. Meilijson, “A fast improvement to the EM algorithm on its own terms,”
J. Roy. Statist. Soc. B (Methodol.), vol. 51, no. 1, pp. 127-138, 1989.

[24] C. Moler and C. Van Loan, “Nineteen dubious ways to compute the
exponential of a matrix, twenty-five years later,” SIAM Rev., vol. 45,
no. 1, pp. 349, 2003.

[25] F. L. Presti, N. G. Duffield, J. Horowitz, and D. Towsley, “Multicast-
based inference of network-internal delay distributions,” IEEE/ACM
Trans. Netw., vol. 10, no. 6, pp. 761-775, Dec. 2002.

[26] M. Rabbat, R. Nowak, and M. Coates, “Multiple source, multiple
destination network tomography,” in Proc. IEEE INFOCOM, vol. 3.
Hong Kong, Mar. 2004, pp. 1628-1639.

[27] V.Ramaswami and N. C. Viswanath, “Phase type distributions with finite
support,” Stochastic Models, vol. 30, no. 4, pp. 576-597, Nov. 2014.

[28] W. J. J. Roberts, Y. Ephraim, and E. Dieguez, “On Rydén’s EM
algorithm for estimating MMPPs,” IEEE Signal Process. Lett., vol. 13,
no. 6, pp. 373-376, Jun. 2006.

[29] M. Shih and A. O. Hero, “Unicast-based inference of network link delay
distributions with finite mixture models,” IEEE Trans. Signal Process.,
vol. 51, no. 8, pp. 2219-2228, Aug. 2003.

[30] D. L. Snyder, T. J. Schulz, and J. A. O’Sullivan, “Deblurring subject to
nonnegativity constraints,” IEEE Trans. Signal Process., vol. 40, no. 5,
pp- 1143-1150, May 1992.

[31] C. Tebaldi and M. West, “Bayesian inference on network traffic using
link count data,” J. Amer. Statist. Assoc., vol. 93, no. 442, pp. 557-573,
Jun. 1998.

[32] Y. Tsang, M. Coates, and R. D. Nowak, “Network delay tomography,”
IEEE Trans. Signal Process., vol. 51, no. 8, pp. 2125-2136,
Aug. 2003.

[33] C. Van Loan, “Computing integrals involving the matrix exponential,”

IEEE Trans. Autom. Control, vol. 23, no. 3, pp. 395-404,
Jun. 1978.

[34] R. J. Vanderbei and J. Iannone, “An EM approach to OD
matrix estimation,” Program in Statist. Oper. Res., Prince-
ton Univ., Princeton, NJ, USA, Tech. Rep. SOR 94-04,

1994. [Online]. Available: http://orfe.princeton.edu/ rvdb/ps/em.pdf

[35] Y. Vardi, “Network tomography: Estimating source-destination traffic
intensities from link data,” J. Amer. Statist. Assoc., vol. 91, no. 433,
pp. 365-377, Mar. 1996.

[36] Y. Vardi and D. Lee, “From image deblurring to optimal investments:
Maximum likelihood solutions for positive linear inverse problems,”
J. Roy. Statist. Soc. B (Methodol.), vol. 55, no. 3, pp. 569-612,
1993.

[37] R. W. Wolff, Stochastic Modeling and the
Englewood Cliffs, NJ, USA: Prentice-Hall, 1989.

Theory of Queues.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

RAD et al.: DELAY NETWORK TOMOGRAPHY USING A PARTIALLY OBSERVABLE BIVARIATE MARKOV CHAIN 13

[38] C.F. J. Wu, “On the convergence properties of the EM algorithm,” Ann.
Statist., vol. 11, no. 1, pp. 95-103, 1983.

[39] Y. Xia and D. Tse, “Inference of link delay in communication networks,”
IEEE Trans. Sel. Areas Commun., vol. 24, no. 12, pp. 2235-2248,
Dec. 2006.

Neshat Etemadi Rad (S’15) received the
Ph.D. degree in electrical and computer engineering
from George Mason University in 2015, and the
M.S. degree in electrical engineering from the
Sharif University of Technology in 2010. In 2016,
she joined GEICO, where she is currently a Data
Scientist. Her current research interests include
signal processing, data mining, and machine
learning.

Yariv Ephraim (S’82-M’84-SM’90-F’94) received
in 1984 the D.Sc. degree in electrical engineer-
ing from the Technion-Israel Institute of Technol-
ogy, Haifa, Israel. From 1984 to 1985 he was a
Rothschild Post-Doctoral Fellow at the Information
Systems Laboratory, Stanford University, Palo Alto,
CA. From 1985 to 1993 he was a member of Tech-
nical Staff at the Information Principles Research
Laboratory, AT&T Bell Labs, Murray Hill, NJ.
In 1991 he joined George Mason University, Fairfax,
VA, where he currently is Professor of Electrical

and Computer Engineering. His research interests are in statistical signal

processing.

Brian L. Mark (S’91-M’95-SM’08) received
the B.A.Sc. degree in computer engineering with
a minor in mathematics from the University of
Waterloo in 1991, and the Ph.D. degree in electrical
engineering from Princeton University in 1995.
He was a Research Staff Member with C&C
Research  Laboratories, NEC, USA, from
1995 to 1999. In 1999, he was on part-time leave
from NEC as a Visiting Researcher with Ecole
Nationale Supérieure des Télécommunications,
Paris, France. In 2000, he joined George Mason
University, where he is currently Professor of Electrical and Computer
Engineering. He is serving as Acting Chair of the Department of
Bioengineering. His main research interests lie in the design and performance
analysis of communication networks. He was an Associate Editor of the
IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY from 2006 to 2009.



